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TCP/HTTP Load Balancer
Reliable, High Performance
T stable fiA&: 1.5.12
5oF dev fRA: 1. 6-devO
B ™ : www.haproxy.org
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Proxy LML E : frontend + backend(s)
— /K HE Client ¥l request, HAProxy ZL4EHF
WA TCP &EH::
e Client -> HAProy
e HAProxy -> Real Server

X Ff HTTP KeepAlive #1 Pipeline
[Pv4/IPv6 Dual stack
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EEREIN (2)

HAProxy fE4b# frontend #1 backend 1] HTTP transaction K,
A L I

By default HAProxy operates in keep-—alive mode with regards to persistent
connections: for each connection it processes each request and response, and
leaves the connection idle on both sides between the end of a response and the
start of a new request.

HAProxy supports 5 connection modes :

keep alive
tunnel

passive close
server close
forced close

: all requests and responses are processed (default)
: only the first request and response are processed,

everything else is forwarded with no analysis.

: tunnel with "Connection: close" added in both directions.
: the server-facing connection is closed after the response.
: the connection is actively closed after end of response.
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LRSI =AY S
Persistence
Content Switching
Content Rewriting
HTTP Compression: > fF HTTP [E4g, gzip&deflate
HTTP Basic Authentication: & FLIAIE
SSL Offload: FECE cert, SZ#F TCPS/HTTPS
Transparent Proxy
Health Check: X real server fiiifa5E s 7x
Log
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> roundrobin: FE v Bk, IFHISBE s B weight
> static-rr: B r 5k, 2% roundrobin

> leastconn: #H/DIEFE

> first: LY serverid /M, #1d maxconn HiEFE T —1
server, @& dF HTTP WKiZE#:. 454 cloud fHH].

Hash 225X

> source: Vi IP

> uri:

» url_param: URL HEANEEZS207 value hash

» hdr(<name>): 81— header name, LLH value hash




IH&EFI 3R — Persistence

® source Ip:
® appsession:
® cookie: insert/rewrite/prefix...

® SSL session ID
e
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I1gE 5l 3k — Content Switching

BIEIRE], — Proxy H frontend + backend(s) ZHX

Hrh frontend —4, backend AJILE%Z 4. BERE, SLHAR
[ERVIES KRR A A~ B R backend 488, BIFTIERY Content
Switching

ZORE:
use backend <backend> [{if | unless} <condition>]



///f///%gﬁﬁ//,
I18E 51| 3k — Content Rewriting

® X FHB HTTP Request 1 X, Response Header
¢ fid & In http-request/http-response

add-header <name> <fmt> | set-header <name> <fmt> |
del-header <name> | set-nice <nice> | set-log-level <level> |
replace-header <name> <match-regex> <replace-fmt> |
replace-value <name> <match-regex> <replace-fmt> |
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Mutli-Process
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global
node hap
pidfile /var/log/haproxy/hap.pid
stats socket /var/log/haproxy/hap.socket level admin
maxconn 4096
daemon
quiet

defaults
mode http
option splice-auto
option http-keep-alive

timeout client 50s

timeout server 50s

timeout connect 5s

timeout http-keep-alive 50s
timeout http-request 50s

frontend fe
bind :80
use_backend be unless

backend be
balance roundrobin
server 1 2.2.2.1:80 id 1 cookie rsl weight 1 maxconn ©
server 2 2.2.2.2:80 id 2 cookie rs2 weight 1 maxconn ©
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SC451] -- Hot Configuration

Unix/TCP Socket Command
Aic B S2) .

global
stats socket /var/run/haproxy.sock mode 600 level admin
stats socket ipv4@192.168.0.1:9999 level admin
stats timeout 2m

ARSI |

$ echo “show stat” | socat stdio unix-connect:/path/to/hap.socket

% Command: & F&info. sess, BN server i & ,

W HBH maxconn, stick table 5%

REF: http://cbonte.github.io/haproxy-dconv/configuration-1.5.html#g.2
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SLA5I| -- Mutli-Process

A 2 HEAE SR B = 1 e

nbproc: 15 7€ J5 3 2 B2 2L

bind-process: *Hl fe/be {EMLLIFE I )5 7))
process: bind option, %l bind £ LR E 3]
PCE S GERZHFET epoll FRHE

A

global
nbproc 4

frontend fe
bind 1.1.1. process
bind 1.1.1.1: process
bind 1.1.1. process
bind 1.1.1. process
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SL451| -- HA Synchronization

HA 55 R~ [A]2P stick table
fic & peers section

peers mypeers
peer local 1.1.1.1:10000
peer remote 1.1.1.2:10000

5| HE XK peers

stick-table type ip size 20k peers mypeers

JA5l HAProxy #tFE
AHh: S haproxy -f h.cfg -L local
ZCHE: S haproxy -f h.cfg -L remote




SC 451 -- Statistics
» HAProxy H# 4 1HE E Web 7R, RBEEEWMT

backend be

stats enable
stats uri /admin?stats

4 & .

€ @172.16.34.129:8080/admin?stats VC'HV Google Q‘ ﬁ g2 3 #

HAProxy version 1.5-devl7, released 2012/12/28
Statistics Report for pid 92017

> General process information

" Display option: External resources:
. active UP backup UP play op
id = 92017 (process #1, nbproc = 1, i " . .
\PJpxime =0d (ophoomog; P ) active UP, going down backup UP, going down * Ww * E"L"a s"is
system limits: memmax = unlimited; ulimit-n = 73 active DOWN, going up | |backup DOWN, going up ¢ Zefleshnow * —&[V—')
maxsock = 73; maxconn = 21; maxpipes =0 active or backup DOWN | |not checked st * Soline manual

current conns = 1; current pipes = 0/0; conn rate = Usec
Running tasks: 1'5; idle = 100 %

active or backup DOWN for maintenance (MAINT)
Note: UP with load-balancing disabled is reported as "NOLB".

Frontend 1 1 - 1 1 1048 576 1 0 0 0 0 0 OPEN

Backend 0 0 1 1 1 1 104 858 1 0| 0 0 0 0 0 0 0 0| 9sUP 2 2 0 I 0| 0s
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’Debug&AnaIysis

RSV BSA ) HAProxy
e Makefile H{INI%wi¥i%E -DDEBUG_XXX

o A -d option

PIVEL 1 W H 17 & 4 7

o 77 h1E HAProxy ¥mAl Real Server mflted, Xt L AW
o M AVFITE, client HPTA

iHJZ Unix Socket Command, 4T show stat

- HEI%E frontend 1 backend _ERIAHI< G E s

° -



Reference

e HAProxy EM: https://www.haproxy.org/

* HAProxy version 1.5 FC & Fift:
http://cbonte.github.io/haproxy-dconv/
configuration-1.5.html
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