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BLEER, BT FRBisE TS, 2ERT ps axu —MHE
FEEEFULMAPNNEAELUMM AE20ERE, 28, S TUFEE
EIE -

BEAAEBER®BE/usr/bin/.sshd
FEHEFERS.sshd Hxp#HE, AEEEMISE sshd EAOTHTH
HEARET TE L EIMEHEEN T

BE—T, BExMHEE, MEFELATE, REFZEEEES
—EREL E 5B E, SAE R A iftop,ps,netstat,chattr,lsof pstree & T BlRE
=

—RHFEER oK. EERNRIERENIHEER A=
/boot/efi/EFl/redhat/grub.efi: Heuristics.Broken.Executable FOUND, -~A
NEMEEEESRT

EARS: ZEIRE, BE: @R, REEThRER



it TCP/IP B-CEIREY

mARE (Application):
HEks582LAPHN—MEO.
wriaE: HTTP FTP.TFTP SMTP SNMP DNS TELNET HTTPS POP3.DHCP

#F=m-E (Presentation Layer) :
HENFET, R2. &F. (ELREEERCEEZ5HE THAE)
f&3Iva, JPEG, ASCII, DECOIC, mERBILE

£i%E (Session Layer) :
2y, . #ireF. (EaREEEEEEZa#FATHAE)
AMpEd#EE, SR SEEZVIEEHRTHRERE

{£8mE (Transport):
EMEFRmEEANMIROS, LEARENEERE.
tri¥#a: TCP UDP, #iEE—HEF M EAH N REEEHE

FMs#E (Network) :
HiTEEEIEIar, sl AR ME Z BN EEIEE.
s ICMP IGMP IP (IPV4 IPVG) - ARP RARP

HIREEE (Link):
BuUREEE, HTEGBIESN, SEEEEEE. (BERE RS E MY
BHhEFASmFDEME AN, A MAC #liHARTE, SiEE2REREEN1E

B (Physical Layer) :

1. EUEINE OS| ERFEEN—F

EARS: ZEIRE, BE: @R, REEThRER



2, MEEAEAFRIEAFEENDEERESEZE. &5, Kk
3. MEREFILERN, 278, HNEEfIFHEREE

4, @dA=EfhE, EEREFRENEEN EESMNEBEREE EFw. BEMSITE
MEEE1. 2E

5., MEEZ OSNMNE—FE, s@tTEEE, I8, ANERNEM

6., MEEIM=SZAPEEEFREEFREAREEZRE, AHEIRESRESD
SRR

7, NRESEERRELSPEFCERAE—E, BHE ESHOME"

(R Nginx iRIR, FARMT2A

1. _rewrite 8, TMEShHEE

2, access #5 FEiREH

3. sl ===

4, ngx_http gzip module: RS FH/EHER

5. ngx_http_proxy module #Ei=- I

6. ngx_http upstream_module iz Y EiRESEIIE

7. ngx _cache purge ZMEFERTIEE

EARS: ZEIRE, BE: @R, REEThRER



TR T 269 web IRSSEEAEES

Nginx
Haproxy
Keepalived

LVS

BE http IHRIERESH TCP ERRT

netstat -n | awk /*tcp/ {++S[$NF]} END {for{a in S) print a, S[a]}’

EHulimit -n EF linux ERT AR HERR, ZESIA 1024
AEH=E web RFFEBMN B iz, SERAFMENER/LTDZE, ZERER
—:

&g /etc/security/limits.conf

soft nofile 10240

hard nofile 10240

EREEH

A tepdump IR§F 80 IR ORHAEEERS

tcpdump -i eth0 -tnn dst port 80 -c 1000 | awk -F"." "{print
$1"."8§2"."$3"."$4}'| sort | uniq -c | sort -nr |head -20

EARS: ZEIRE, BE: @R, REEThRER



S—HIZE, TTINFIET 192.168.1.0/24 FILEE, KHEifELa IP

BLE, 88 ping BUIAAES

#1/bin/bash

forip in "'seq 1 255"

do

{

ping -c 1 192.168.1.%ip > /dev/null 2= &1
if [$? -eq O ]; then

echo 192.168.1.%ip UP
else

echo 192.168.1.%ip DOWN
fi

Y&

done

wait

S apache [REMFEBEEKICRERSSHFIEER
/app/logs T, BFHEFEEKNEERAGERERE 7 X
RILE BEE! SRMERR? FeHERDERREXLETS

Bl A
#1/bin/bash

for nin-seq 14

do

date -s "11/0%n/14"

EARS: ZEIRE, BE: @R, REEThRER



touch access www_(date +%F).log

done

BERTIE:

# pwd/application/logs

#

-PW-F--I--,
-rW-r--r--,
-TW-T--T--,
-rW-r--r--,
-TW-T--T--,

-TW-T--r--,

1
1
1
1
1
1
-TW-1--1--, 1
-TW-r--r--, 1
-TW-r--r--, 1
-TW-r--r--, 1
-TW-r--r--, 1
-TwW-r--r--, 1
-TwW-r--r--, 1
1

~-TW-T--T--,

#
-TW-T--T--,
-TW-T--T--,

-TW-T--T--,

-TW-T--T--,

1

1

1
-TW-r--r--, 1
1
-TwW-r--r--, 1
1

-TW-T--T--,

root root 0 Jan
root root 0 Jan
root root 0 Jan
root root 0 Jan
root root 0 Jan
root root 0 Jan
root root 0 Jan
root root 0 Jan

root root 0 Jan

1 00:00 access www_2015-01-01.log
2 00:00 access www 2015-01-02.log
3 00:00 access www 2015-01-03.log
4 00:00 access www_2015-01-04.log
5 00:00 access www 2015-01-05.log
6 00:00 access www_2015-01-06.1og
7 00:00 access www 2015-01-07.log
8 00:00 access www 2015-01-08.log
9 00:00 access www 2015-01-09.log

root root 0 Jan 10 00:00 access www _2015-01-10.log
root root 0 Jan 11 00:00 access www 2015-01-11.log

root root 0 Jan 12 00:00 access www_2015-01-12.log
root root 0 Jan 13 00:00 access www 2015-01-13.log
root root 0 Jan 14 00:00 access www _2015-01-14.log
# find /application/logs/ -type f -mtime +7 -name "*.log"[xargs rm
##B AT A -exec rm - {} HE{TAES

root root 0 Jan
root root 0 Jan

root root 0 Jan

7 00:00 access www 2015-01-07.log
8 00:00 access www 2015-01-08.log
9 00:00 access www 2015-01-09.log

root root 0 Jan 10 00:00 access www 2015-01-10.log
root root 0 Jan 11 00:00 access www 2015-01-11.log

root root 0 Jan 12 00:00 access www_2015-01-12.log

root root 0 Jan 13 00:00 access www _2015-01-13.log

FEANS: EEREE, RS @R, FREEFhRERER



i

0y

S

-rw-r--r--, 1 root root 0 Jan 14 00:00 access www_2015-01-14.log

M Linux R (AIARBAEE) ?

1, R root, FMTEAF, Bid sudo ENER

2. BEMEFENEEEE SSH BESisORELE root APIZEEE
3. =EREmxEIFESIFEAER

4, EBEEER yum g

5. & selinux & iptables.(iptables T{EaSMETHM IP —=Z2fH, &
FHEEA)

6. BEVHEAFHHE

7. BEEHFINEDES (crond rsyslog network sshd)

8. REEEMIL (fetc/sysctl.conf)

9., BlFFE, ZHFYPY, BEENEAEREN=FHE, BLUEAB
10, SEiExXEBESHMH

11, E==/etc/issue, ZREXZDREBEEFEZINEEET

EARS: ZEIRE, BE: @R, REEThRER



ENITHSHUE linux 1 ethO £ IP HbliFGER cut, B
HEBOISAAE awk,sed HESE)

cut 753% 1:

# ifconfig ethO|sed -n *2p’|cut -d ":" -f2|cut -d " " -f1
192.168.20.130

awk J53% 2:

# ifconfig ethOjawk 'NR==2"|awk -F ":" "{print $2}'|awk {print $1}'
192.165.20.130

awk £5IEFIE 3:

# ifconfig ethOjlawk 'NR==2"|awk -F "[: ]+" "{print $4}'
192.168.20.130

sed 5% 4:

# ifconfig ethO|sed -n '/inet addr/p’|sed -r 's#* .*ddr:(.*)Bc.*$##g’
192.165.20.130

iIBSHTE linux SecureCRT fpS{TIRERGSRITIEE?

1. Ctrl + a
2. Ctrl+ ¢
3. Ctrl+d
4. Cirl +e

5. Ctrl + 1

EARS: ZEIRE, BE: @R, REEThRER



6. Ctrl +u

7. Cirl + k

8. tab

9. Ctrl+shift+c

10, Ctrl+shift+v

BE:

1. Cirl + a —-=¥eiFEm3aTye

2, Ctrl + e —->3iEEDETE

3. Cirl + ¢ —-=#|tY4EIEE

4, Ctid +'d —->WFEximaEFANBE, =501
5. Ctrl + | —=EF

6, Ctrl + u' —->E{EiRLL B R8T
7. Ctrl + k —>EAGREENFE
8, Ctrl+y ——>E% u/kIHEE

9., Cirl+T1 —>=HEXEIFAITNGES

10, tab —->wmdEMEEFH=2

FEANS: EEREE, RS @R, FREEFhRERER



11. Cirl+shift+c —=>E4

12, Ctrl+shift+v —-=%80%

XL 12 5, FI8E=BR/var/www/html HiRE
/data BRT (RFESXEHENBERARNSEHE)

# cat a.sh

#/bin/bash

cd fvar/www/ && /bin/tar zcf /data/html-"date +%m-%d%H .tar.gz
html/

# crontab —e

00 00 * * * /bin/sh /root/a.sh

EARS: ZEIRE, BE: @R, REEThRER



